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1.  EveryonePrint Overview  

1.1  What is EveryonePrint?  

EveryonePrint is a server based secure and mobile printing solution that  allows users to print 

from their workstation PCõs, laptops and notebooks , mobile devices and tablets with eas e, using 

Web print, driver printing , email, WiFi or Google Cloud printing . 

 

 
 

Web print   Users can upload documents to print via a Web portal , optionally with 

login validation.  

 

Driver print  Users can print fro m within their programs and applications on 

workstations or notebooks, with or without a driver installation, directly 

to the EveryonePrint server, optionally with authentication.  

 

Email print  Users can send documents to print from mobile devices, by send ing  an 

email with documents attached, to an email address configured for the 

purpose . EveryonePrint retrieves emails and processes to the relevant 

print queues, optionally allowing for secure printing with login 

validation or privacy release codes.  

 

Mobile print  Users can send documents to print using the native Apple iOS AirPrint 

capability on iPhones and iPads , Google Android based smartphones 

and tablets , or Windows Phone devices,  with optional authentication or 

release code print.  

 

Google Cloud Print  Users can print from their Google Chromebook, phone or tablets, 

Google Apps such as Gmail, Google Docs, Google Sheets, or using any 

other application or device that supports Google Cloud Print, to the 

printers you select in EveryonePrint.  

After 31 December 20 20, Google Cloud Print will no longer be 

supported.  
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What printing meth ods are available to users  can be customized in the administration interface.  

 

Print jobs can be held in secure private print clouds, until user walks up to their printer of choi ce 

and release their print jobs, either by entering a private release code, lo gin credentials, or by 

card swipe.  

 

EveryonePrint can be con figured for many different uses  and different integration s with existing 

environment s, integrating with existing print acco unting or print management systems  and 

much more. I f in doubt about the b est setup for your organization, please contact EveryonePrint 

support or your local EveryonePrint solution specialist.  
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1.2  Prerequisites and Requirements  

EveryonePrint is available for i nstallation on both Windows and Linux server operating systems. 

For more information about installing EveryonePrint on Linux Enterprise, refer to the specific 

EveryonePrint for Linux Enterprise documentation.  

 

The following are required for a successful Ev eryonePrint installation:  

 

Á A server with the following minimum specificat ions:  

o Supported servers include: Windows 2008 Server SP1 (32 or 64 bit) , Windows 

2008 R2 Server (32 or 64 bit) , Windows 2012  or Windows 2012 R2 , Windows 

2016 , Windows 2019  

o Recent gene ration server CPU processor, such as Intel Xeon 64 or equivalent 

(see below for importa nt note about performance). Desktop CPUõs are NOT 

recommended for production use.  

o Minimum 4 GB free RAM memory (minimum 8 GB free RAM memory 

recommended for higher volum e processing)  

o Minimum 20  GB free hard disk space for print job spooling and processing ( 40 

GB free disk space recommended for higher volume processing)  

o No anti - virus program monitoring or interrupting the EveryonePrint directories  

Á For Microsoft Office docu ment support, either use the built - in conversion engine (see 

separate licensing requirem ents) or Microsoft Office installed on the EveryonePrint server  

o For Microsoft Office document support  using Microsoft engine , the following 

must be installed:  

Á Microsoft  Office 2007 SP2, Microsoft Office 2010 or Microsoft Office 

2013 installed with minimum Word, Excel and PowerPoint.  Both 32 bit 

and 64 bit editions are supported.  

Á Microsoft Office must be activated.  

Á For OpenOffice document support, either use the built - in conversion engine (see 

separate licensing requirements) or OpenOffice installed on the E veryonePrint server  

o For OpenOffice or LibreOffice document support  (odt,  ods,  odp ) using 

OpenOffice engine , OpenOffice 3. 3 or 3.4 must be installed.  (LibreOffice and 

ot her OpenOffice variants are supported, but install OpenOffice to support these 

OpenOffic e document variants)  

Á No proxy server interrupting local communication on the server (localhost/127.0.0.1)  

Á A local administrative user  
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If Email Print is enabled, the fo llowing are minimum specifications:  

Á A POP3/IMAP (SSL or non - SSL), Exchange MAPI   or Exch ange Web Services email account 

configured on a mail server to which users can send email print jobs, for example 

print@yourcompany.com  

Á EveryonePrint can support Micros oft Exchange with the following:  

o Microsoft MAPI via RPC protocol with NTLM authenticatio n 

o Microsoft Exchange Web Services over HTTPS with Basic, NTLM, or forms - based 

authentication. Kerberos, ADFS and RPC over http(s) authentication is not 

supported.  

See section 18.2  for information about how to ch eck and verify Exchange support.  

Á An SMTP server for sending release code or authentication emails from EveryonePrint to 

the users email address  
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1.3  Important note about pe rformance  

EveryonePrint can be a resource demanding application, as the EveryonePrint ty pically handle 

many of the tasks done by a normal workstation.  

 

In a normal client/server environment, when a user prints a Word document, Office on the client 

PC renders the document to print. With EveryonePrint, if a user uploads a Word document, that 

conversion and rendering now takes place on the server, and effectively EveryonePrint assumes 

the workload of many clients.  

 

Itõs therefore essential that the EveryonePrint server is fitted  with proper sufficient CPU and 

memory to handle the print volume.  

 

EveryonePrint contains multiple ways to print, Web upload, Driver Print, Email Print and 

Mobile/App print. Each of these perform differently, and performance further de pends on the 

document type  and complexity of the document  

 

Web Print  Upload of Microsoft  Office or OpenOffice documents is most resource 

demanding, with each job processing taking from 1 - 2 seconds for 

simple jobs to 15 - 20 seconds for more complex documents . 

 PDF documents and images require very little server processing, and are 

processed typ ically in less than 2 second s. 

 

Email Print  Office, PDF and images attached to emails are processed similar to Web 

Print jobs, and take  the same time and resources to p rocess.  

 

Driver Print  With Driver Print there are 2 different core methods: òSimpleó which uses 

a generic driver the user have already got on their machine, meaning no 

need to download and install a driver for the user ; and òAdvancedó 

where the user uses a manufacturer Postscript or PCL driver, for 

example, to use finishing options like stap ling and binding.  

 

 Driver Print fundamentally is very efficient. With òSimpleó driver print, 

users print with a generic Postscript driver, and this data is converted 

and ultimately sent to the final destination printer using the driver 

installed on the Ev eryonePrint server.  

 

Mobile Print  Print jobs from native app printing from mobile devices is typically very 

efficient, as little processing is required.  

 

In case of exc essive print job volume within a short time, the server will simply let jobs it cannot 

handle expire.  
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The following numbers are based on load testing with mixed Office  and PDF documents, various 

number of pages and complexity, to simulate a typical custo mer environment.  

 

The server was an Intel i7 - level server CPU with 4 GB ram on Windows 2008 R2  only running 

EveryonePrint and Microsoft Office . This server could process and print : 

 

Web/Email print:  800  Jobs per hour  

Simple Driver Print:  1500  Jobs per ho ur  

Advanced Driver Print:  12 000  Jobs per hour  

Mobile Print:  15 00  Jobs per hour  

 

So the usage pattern, volume of jobs, features used and the documents printed fully determines 

how many servers are needed.  Target the number of servers for the peak load. I f using a high -

end server and the expected print volume is less than above test results,  a single server should 

be sufficient.  

1.4  Ports and protocols  

Web interfaces and Web Print  

EveryonePrint includes Web interfaces for administrator configuration, Web print  upload and user 

print release. Per default the following ports are used:  

 

HTTP (non - SSL)  TCP port 7290  

HTTPS (SSL)  TCP port 9443  

 

Driver Print  

Printing to EveryonePrint via driver, is either through HTTP/HTTPS IPP printing protocol or the 

LPD server for  LPR print. Per default, the following ports are used:  

 

IPP print   TCP port 631  

IPP print (SSL) TCP port 9443   

LPR print   TCP port 515  

 

Email Print  

The EveryonePrint server will communicate with external mail servers on the network when 

retrieving and send ing emails. The ports used depend on the mail servers configuration, but 

typical ports a re:  

 

 POP3 non- SSL:  TCP port 110  

POP3 SSL:  TCP port 995  

IMAP non - SSL:  TCP port 143  

IMAP SSL:  TCP port 993  

SMTP non - SSL: TCP port 25  

SMTP SSL: TCP port 465  

Exchange MAPI: TCP port 135 and Windows RPC protocols  

Exchange WS:  HTTP TCP port 80 and HTTPS TC P port 443  

 

Mobile Print  

Refer to separate EveryonePrint Mobile Gateway documentation for details on Mobile Print ports 

and protocols requirements.  
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Google Cloud Print  

The EveryonePrint server communicates with the Google Cloud Print services hosted with G oogle 

through the following ports:  

 

 TCP port 80 and 443  

XMPP protocol TCP port 5222  

 

Important! The Google Cloud Print service is marked as a BETA software by Google. This means 

that Google could change anything and everything at anytime, interrupting or breaking the 

integration between EveryonePrint and Google Cloud Print.  

 

After 31 December 2020, Google Cloud Print will no longer be supported.  

 

Other ports  

When EveryonePrint releases print jobs to Windows print queues, internal Windows printing 

protocols are used, RPC, IPP, LPR etc, depending on the printers driver configurat ion.  

1.5  Supported documents  

The following document formats are supported via Web and Email Print. All document formats 

are supported under Driver Print.  

 

File format  Requirements  

Pdf,  html,  htm,  gif,  png,  jpg, tif , bmp , txt  No special requirements  

doc,  docx , xls,  xlsx,  ppt,  pptx,  rtf  Requires Microsoft Office  or EveryonePrint 

built - in conversion engi ne (see separate 

licensing requirements)  

odt,  ods,  odp  Requires OpenOffice  or EveryonePrint built - in 

conversion engine (see separate licensing 

requirements)  
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1.6  EveryonePrint with print accounting solutions  

EveryonePrint can work seamlessly as an add - on to  nearly all  print accounting or print 

management solutions. Set the EveryonePrint edition to EveryonePrint Connect  (see section 3.4  

Choose EveryonePrint Edition ) and und er Printing and Security (see sectio n 3.11  Printing and 

Security ), choose either Privacy with Authentication  or Direct with Authentication , so users and 

their print jobs  are authenticated.  

 

 
 

When a user sends a print job via EveryonePrint, EveryonePrint will send the print job into the 

associated print queue with the userõs username as the print job owner, and print accounting 

solutions monitoring the Windows print que ue, will use this information to track and account the 

print jobs.  

 

 
 

EveryonePrint can either be installed directly on the print server or on a separate server , for 

example in a DMZ zone.  
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If EveryonePrint is installed on its own separate server, and  not the print server, EveryonePrint 

can still send print jobs to the print servers where the print accounting solution is installed. See 

section 12  Printing to remote print servers  for more information about sending jobs to remote 

servers.  

 

 
 

EveryonePrint has deep integration with several of the most popular print accounting and print 

management solutions  in the market, to allow for advanced guest printing scenarios, d isplaying 

user account balances inside of EveryonePrint, and more . Contact EveryonePrint support to 

obtain details, on how to enable these integration features  for your accounting or print 

management solution .  
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2.  Quick Start Guide  
The following section walk s through a simple setup of EveryonePrint, with a user uploading a 

docume nt to print via the Web portal.  

2.1  Installation Summary  

These are the overall steps involve d in setting up and configuring an EveryonePrint server.  

 

Setup email account  If email printing  is to be used (optional), s tart by configuring the 

pop3/imap /MAPI /EWS email account to which users send their 

print jobs, for example print@yourcompany.com  

Prepare server  Prepare the server on which to install EveryonePrint, ensure that 

it meets the mini mum requirements for memory and disk space.  

Prepare printers  Prepare the printers on the server on which users should be able 

to print  

Install and configure 

EveryonePrint  

Run the installer, configure in EveryonePrint Admin, do a test 

print job  to selecte d printers  

 

If the server has been prepared, the basic EveryonePrint installation and configuration takes less 

than 10 minutes.  

2.2  Configure Email Account  

An essen tial component in the mobile printing process with EveryonePrint, is the email account 

to which  users send emails with documents attached to print.  

 

The EveryonePrint server supports POP3, IMAP4, Microsoft Exchange MAPI or Exchange Web 

Services email accou nts, either with or without SSL encryption. There are no limitations to the 

mail servers suppor ted, as long as they adhere to standard POP3, IMAP4 or MAPI mail 

specifications.  

 

Most enterprise email systems, such as Microsoft Exchange and Lotus Domino/Note s, fully 

support IMAP email access and SMTP for sending emails.  

 

Note that email printing is no t required for EveryonePrint to function. The Email Print features 

can be disabled, if the wish is to only use, for example, Web and Driver print.  

 

If for some r eason you are unable to configure an email account, please contact EveryonePrint 

support, and w e can provide you with a temporary account on the EveryonePrint mail servers for 

initial setup and demo purposes, such as your - company@everyoneprint.net . 

mailto:your-company@everyoneprint.net
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2.3  Prepare printers on the server  

If the server on  which to install EveryonePrint is not already a print server containing printers, 

install the relevant printers on the server . 

 

 
 

EveryonePrint can print to lo cally installed printers  or local print queues which point to other 

print servers with printing  via LPR or using other printer ports . For printing to remote print 

servers , see the section  12  Printing to remote print servers . 

 

There are no known limitations to the type of printer, driver or the communication protocol of 

the printer. If you can print to the printer from Word without any special configuration with each 

print  job, then users printing via EveryonePrint , should be able to print to it as well.   

2.4  Installing  EveryonePrint  

Before running the EveryonePrint installer, make sure that you are logged on as local 

administrator . 

 

Install EveryonePrint by running the install er EveryonePrintSetup.exe. The installer will let you 

select destination directory, start menu name and other similar basic settings. EveryonePrint will 

install by default in c: \ Program Files  (x86) \ EveryonePrint or equivalent for localized versions of 

Windows.  

 

At the last screen of the installer, youõre presented with two options: 
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EveryonePrint  is installed as a Windows service, and automatically starts with Windows.  
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For EveryonePrint to successfully convert documents and print, the EveryonePrint Web  service in 

Windows Services must be logged on as a user with local administrative rights . You can open 

Windows Services by checking the òGo to Servicesó in the above dialog. 

 

 
 

Make sure that youõre using a local administrative user. It does not have to be . \ Administrator 

specifically, but a local user account which is member of Administrators gro up.  

 

Only the EveryonePrint Web service should be started as local administrator. Other EveryonePrint 

Windows services such as òEveryonePrint Data serviceó and òEveryonePrint Print Serviceó should 

run as LocalSystem.  

2.4.1  Unattended/Silent installation or updat e of EveryonePrint  

The EveryonePrint installer program accepts optional command line parameters. These can be 

useful when deploying new EveryonePrint servers, or  updating existing EveryonePrint 

installations.  

 

 
 

/SILENT or  /VERYSILENT 

Instructs installer to be silent or very silent. When installer is silent the wizard and the 

background window are not displayed but the installation progress window is. When a setu p is 

very silent this installation progress window is not displayed. Everything else is normal so for 

example error messages during installation are displayed.  

 

If a restart is necessary and the '/NORESTART' command isn't used (see below) and installer is 

silent, it will display a Reboot now? message box. If it's very silent it will reboot without a sking.  

 

/NORESTART 

Instructs installer not to reboot even if it's necessary.  

 

/DIR="x: \ dirname"  

Overrides the default directory name displayed on the Select Dest ination Location wizard page. A 

fully qualified pathname must be specified. Should only be used  on new installations!  
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2.5  EveryonePrint  Admin  

To configure EveryonePrint start the EveryonePrint Admin from the shortcut either in the 

Windows start menu, the des ktop icon or by entering the URL for the admin interface:  

 

 http://127.0.0.1:7290/admin  or https://localhost: 9443 /admin  

 

 

2.5.1  Access EveryonePrint Admin remotely  

The ad min interface can be accessed remotely from any client with access to the IP address of 

the com puter hosting the EveryonePrint service, through the URL: http://{server - ip}:7290 /admin  

where {server - ip} is the IP address of the server, or https://{server - ip} :9443 /admin , if the 

network and firewall configuration permits it.  

2.5.2  Default EveryonePrint Admin login  

The default username and password for the EveryonePrint Admin is:  

 

 Username: admin  

 Password: eop  

 

It is strongly recommended to change this password afte r logging on, by going to Administrator 

Login  in the Settings section.  

http://127.0.0.1:7290/admin
https://localhost:8443/admin
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2.6  Add ing  Printers to Ever yonePrint  

A server on which EveryonePrint is installed may contain many printers that may or may not be 

used in EveryonePrint. It is therefore necessary to add t he printers to be used in  EveryonePrint, 

via the admin  interface . 

 

 
 

Go to Devices  in the admi n site. If no printers have been added previously, it will automatically 

show the òAdd New Deviceó page.  

 

 
 

Click òImport All Printers from Serveró to automatically add all printers that exist on the server on 

which EveryonePrint is installed. Imported p rinters can be changed or removed at any time 

afterwards, if any adjustments are necessary  later . 

 

A printer can also be added manually for more control.  

 

 
 

Printer ID  A unique identifier for the printer. Can be a number, serial 

number, IP address or sim ilar.  

 

Important: If using EveryonePrint with release terminals, 
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make sure the Printer ID is as defined by the release 

terminal supplier , for example the output device IP 

address . 

Printer Description  A user friendly description of the device , to identify  the 

printer to the  end  user  

Output Printer  The corresponding Windows print queue  as installed on 

the EveryonePrint server.  

Check the box Send a test print  to send a test print job from the EveryonePrint application after 

adding the printer, useful for v erifying the configuration of the device.  

2.7  Access user Web portal and do simple test print  

To complete a simple test print, a ccess the user Web portal  (covered in  detail later in this guide), 

by going to http://127.0.0. 1:7290 . 

 

 
 

You will be presented with a login screen. Enter  any username and password, no validation of the 

entered login takes place , if no authentication has  been configured in EveryonePrint Admin - > 

Settings - > User Authentication . 

 

From the main My Print Jobs  page, upload a simple text  document.  

 

 
 

The document will be processed and once complete, a list of the available printers will be shown.  

 

http://127.0.0.1:7290/
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Release to a printer and confirm the output . 

 

You have successfully completed the basic EveryonePrint installation!  

 

Please see the next sections for configuring the EveryonePrint server  further, with user 

authentication, printing behavior, additional print metho ds and so on.  
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3.  Configuring EveryonePrint  
The following section covers the configuration screens  in EveryonePrint Admin.  

3.1  Dashboard with statistics  

The Dashboard  is an overall view of completed print job usage and activity in the EveryonePrint 

system.  

 

 
 

Select a reporting date range for the dashboard by selecting the date from  and date to  fields, 

and clicking Apply . 
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The number of pages reported in the Dashboard does not reflect the accurate printed output on 

device, as EveryonePrint reports the number of  pages contained in the document, not the actual 

output. For accurate output tracking, use Ever yonePrint together with a print accounting system.  

3.2  EveryonePrint Monitor  

The Monitor  in the admin shows recent print jobs and email activity  in the EveryonePrint  server, 

useful for verifying the status of certain print jobs or just monitoring activity.  

 

 
 

Print jobs not actively being processed or printing, can be deleted by clicking the red cross.  

 

If the card server service is enabled, the Monitor will also sho w recent active card swipes.  

 

 
 

If an unknown card has been swiped, click the òunknownó username, to associate that card with 

an actual username.  

 

If a user logs out on the release terminal, the relevant card swipes sessions are cleared from the 

Monitor.  

3.2.1  Hide user and document information in Monitor  

For situations where administrators should not b e able to view user names and/or document 

names in the Monitor, for privacy reasons, a settings parameter can be added to the main 

EveryonePrint configuration fi le eop.xml found in the installation directory.  

 

1.  Stop EveryonePrint Web service  

2.  Open eop.xml in  a text editor such as Notepad  

3.  Add/edit the following parameter:  

 

<adminprivacy>0</adminprivacy>  

 

0 = Normal operation  

1 = User name is hidden  

2 = Document name is hidden  
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3 = User name and Document name are hidden  

 

4.  Start the EveryonePrint Web service  

3.2.2  Hide the Monitor completely  

For situations where the Monitor view should be hidden completely from the EveryonePrint 

administration interface, a settings parameter ca n be added to the main EveryonePrint 

configuration file eop.xml found in the installation direc tory.  

 

 
1.  Stop EveryonePrint Web service  

2.  Open eop.xml in a text editor such as Notepad  

3.  Add/edit the following parameter:  

 

<hidemonitor>true</hidemonitor>  

 

4.  Start t he EveryonePrint Web service  

3.3  Licensing  

In EveryonePrint Admin and General Settings, are overall  application settings for EveryonePrint.  

 

EveryonePrint  installs with a 60 day trial license. A n EveryonePrint  license can be purchased from 

most print/copy manu facturers, resellers and print solution providers  worldwide or by contacting 

EveryonePrint . 

 

 
 

License keys are unique to the particular server  where EveryonePrint  is installed. If the server  

where EveryonePrint  is installed is renamed or changed signific antly, a new license key must be 

issued.  Changes to server which will trigger a new license key  requirement include CPU or 

primary MAC address changes.  

 

To obtain a license key, supply your EveryonePrint representative with the Server name  and 

Server ID. 

 

A license for EveryonePrint gives access to a specific edition of EveryonePrint, either 

EveryonePrint Standalone  or EveryonePrint Connect. A license for Connect cannot be used with 

Standalone edition, and vice versa. See section 3.4  Choose EveryonePrint Edition  fo r more 

information about editions.  
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3.4  Choose EveryonePrint Edition  

An important setting in EveryonePrint, is the selection of edition. EveryonePrint can be used in 

many different environments and configuration s depending on customer needs. This setting 

turns on and off features relevant to overall configurations:  

 

-  If EveryonePrint is used as a standalone secur e and mobile print solution, or  

-  If EveryonePrint is an add - on to a print accounting solution.  

 

Depending on the choice, different features only relevant  for that type of configuration are 

enabled.  

 

 
 

Please refer to EveryonePrint current price list for a list of features available in different editions 

of Every onePrint.  

3.5  Logging and Troubleshooting  

All errors and other information from EveryonePrint are l ogged to the central EveryonePrint log 

òeopapp _yyyy_mm_dd .logó located by default in c:\ Program Files  (x86) \ EveryonePrint \ logs  

 

Other EveryonePrint components, s uch as the built - in IPP print server also creates log files in the 

\ logs directory.  

 

 
 

For tro ubleshooting, enable òDebug Loggingó in the EveryonePrint admin interface, and the logs 

generated become very detailed with all activity in the EveryonePrint ser ver.  

 

Do not use debug logging  in production  unless necessary  for troubleshooting , as debug log ging 

can create very large log files.  



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 27  of 225  

3.6  Document Support  

EveryonePrint includes a built - in Microsoft Office and OpenOffice conversion engine, which 

means that use rs can send Office documents to print, and EveryonePrint can convert and print 

those documents without relying on any outside third party applications.  

 

The built - in conversion engine is enabled by default, but you can choose to either use the built -

in eng ine or use Microsoft Office and OpenOffice to convert and print documents.  

 

 
 

The built - in con version engine requires a license with the feature enabled. Refer to the section 

3.4  Choose EveryonePrint Edition  for licensing requirements.  

 

Important! The built - in co nversion engine cannot guarantee 100% accurate print output.  For 

environments where document output fidelity is critical, such as higher education environments, 

where students pay for their prints, it is strongly recommended to use Microsoft Office engine 

for conversion.  

 

Enabling the option to use M icrosoft  Office or OpenOffice for conversion, without first installing 

the supporting application (MS Office or Open Office) will result in conversion errors. You can 

install M icrosoft  Office and OpenOffice and e nable additional document support at any time, 

including after installing EveryonePrint.  

 

For more information about installing Microsoft Office and OpenOffice  for document conversion , 

refer to section 13  Instal ling document support applications .  
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3.7  Application Settings  

When EveryonePrint is configured in a privacy mode, prints a re held in EveryonePrint until 

release. Adjust the timeout for when unreleased jobs are cleaned  up and auto deleted. Default 

value is 1440 minutes (24 hours).  

 

 

3.8  Print output settings  

For documents which do not have a set size, such as Microsoft PowerPoint  presentations, choose 

the default paper size, either A4 (default in Europe) or Letter (default  in North America).  

 

 
 

By default EveryonePrint will print jobs as simplex in color. Under Print Output Settings, different 

default settings can be chosen, for example, presetting all jobs to be printed as duplex in 

black/white.  

 

 
 

Settings can further b e restricted, so users are not able to modify the presets.  

 

The settings apply to Web upload, Email print jobs and simple Driver print jobs.  

3.9  Languages and Locati on  

EveryonePrint support multiple languages and locale for displaying dates and numbers in loca l 

formats.  

 

 
 

Select the languages that should be available to use for users. Selected languages will appear in 

the top navigation of the user interfaces.  



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 29  of 225  

 

 
 

Choose the default language that appears, and the language used in email responses sent from 

EveryonePrint, such as emails containing release codes and similar.  

 

 
 

Select the locale determining how numbers and dates should be formatted relevant to your 

location.  
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3.10  Modifying language text strings  

All text strings used in the EveryonePrint end - user Web interfaces are part of a translation 

system, so users easily can change  from one language to another.  

 

Itõs possible to manually edit the language files cont aining the raw text , and change any text 

appearing in EveryonePrint .  

 

The language files are l ocated in  

 

<install - directory> \ eop \ languagefiles  

 

Files are named public_ for the end - user  interface and the language abbreviation _en for English 

_se for Swedis h and so on .  

 

To edit , for example , the English text strings in the end - user inter face, open p ublic_en.xml in an 

editor such as Notepad , and carefully edit the text . Both plain text and HTML tags are possible.  

 

For example, to change the Advanced Driver P rint instructions for Windows 7 English, to insert a 

link, edit the following from:  

 

<cfcase va lue="dp_win7_7b">Choose the driver for the printer model specified below or 

click <strong>Have Disk..</strong> to install driver, and click 

<strong>OK</strong>.< /cfcase>  

 

To:  

 

<cfcase value="dp_win7_7b">Choose the driver for the printer model specified bel ow or 

click <strong>Have Disk..</strong> to install driver, and click <strong>OK</strong>. 

To download the driver <a href="http://www.acme.com/driver.zip">click 

here</a> .</cfcase>  

 

This would change the appearance in the EveryonePrint Web interface to:  

 

 
 

IMPORTANT: Language files are provided as is. Itõs strongly recommended to backup the 

language files prior to editing. EveryonePrint provide no assistance or su pport relating to 

changing of language files. Any changes done to language files will  automatic ally be overwritten 

by any EveryonePrint update.   
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3.11  Printing and Security  

The Printing and Security screen contains  the primary settings that determine  the overal l printing 

behavior of EveryonePrint. Decide here how EveryonePrint will behave when a user sen ds an 

email print job, whether a user can print with or without authentication, and so on.  

 

There are 2 overall modes for Printing and Security, where one keeps prints in EveryonePrint until 

theyõre released (Privacy Print), and another releases prints to a pre - selected print queue 

immediately following processing (Direct Print).  

 

Please note that changing Printing and Security mode changes how EveryonePrint featu res work, 

so if you for example use Driver Print in one mode, but then change mode, the Driver Print 

configuration changes, and it is therefore necessary to add your Driver Print printer again.  

 

 

Privacy Print  Privacy print is used if users print jobs shou ld be stored in EveryonePrint until 

the user releases the print, either in one of the EveryoneP rint Web interfaces or 

on a release terminal dedicated to EveryonePrint.  

 

  
 

Privacy Print has 2 modes:  

 

Privacy with Release Code  

When this mode is selected, u sers can print without authentication via Web, 

driver and email.  

 

Web Print in Privacy with Rel ease Code:  

Users can access the Web print interface without having to log on. A release 

code is shown on screen. Users can either release jobs to print in the We b 

interface, or enter the release code on a supported release terminal.  

 

Driver Print in Privac y with Release Code:  

Users add a printer to their computer which is preconfigured with a fixed release 

code, they can use to release print jobs , either in the Ev eryonePrint release Web 

interface, or on a supported release terminal.  

 

Email Print in Privacy with Release Code:  

When a user has sent documents to print via email to EveryonePrint, the user will 

get a reply email from the system, with a release code for t he job, to use for 

release either in EveryonePrint release Web interface or on a release termin al.  
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Privacy with Authentication:  

When this mode is selected, users must enter a username and password to print, 

which is authenticated as per the settings in th e User Authentication  screen . 

 

Web Print in Privacy with Authentication:  

Users log on the user Web printing portal and upload their documents to print, 

which are stored in EveryonePrint. The user can release using the Web interface, 

or by authenticating at  a release terminal.  

 

Driver Print in Privacy with Authentication:  

Users add a printer to their  computer which will be configured in such a way 

that authentication details are sent with the print job. Users can release print 

jobs sent via Driver Print, eit her by logging on to the Web interface or by 

authenticating at a release terminal.  

 

Email Print  in Privacy with Authentication:  

Users send documents to print as attachments in an email, which are picked up 

by EveryonePrint. The first time a user sends an e mail print job, they are asked 

to authenticate with their username and password. After successf ul 

authentication, the users email address is associated with their username, and 

all subsequent jobs from that address are processed without delay. A user can 

have an unlimited number of associated email addresses, which means a user 

can print from an emp loyee device and from home etc. Users can release print 

sent via Email Print, either by logging on to the Web interface or by 

authenticating at a release termina l.  

 

Direct Print  The Direct Print mode is used  if an external secure printing solution is used or if 

print jobs should be printed directly immediately , either anonymously or with 

authentication . 

 

 
 

 Driver Print has 2 modes:  

 

 Direct with No Authenticatio n:  

 This is the most direct and open configuration setting. Any user can send print 

jobs, and t hey are released automatically to the selected print queue.  
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 Web Print with Direct with No Authentication:  

 Users can access the Web Print portal and upload a d ocument to print. It is 

immediately released to the printer selected in the EveryonePrint Admin  by 

administrators.  The owner of the print job in the print queue, is the users 

sending IP address.  

 

 Driver Print with Direct with No Authentication:  

 Users pro vide no special authentication information when sending print jobs via 

Driver Print. Prints are  released to the preselected print queue automatically. 

The owner of the job in the queue, is the username of the sending clients 

computer, if available, otherwi se the sending users IP address.  

 

Email Print with Direct with No Authentication:  

Any user can send an email with documents attached to print. The processed 

jobs are released immediately to the preselected print queue. The owner of the 

job in the print que ue, is the users email address.  

 

Direct with Authentication:  

The Direct with Authentication mod e is used primarily if an external secure print 

accounting system  or print management system , is configured with one central 

òfollow meó pull- queue. Users authen ticate to print, and prints sent via 

EveryonePrint are released directly into this external pri nt queue, from where 

users can release using, for example, embedded MFP release terminals.  

 

Web Print in Privacy with Authentication:  

Users log on the user Web p rinting portal and upload their documents to print. 

Print job is released directly to preselect ed queue.  

  

Driver Print in Privacy with Authentication:  

Users add a printer to their computer which will be configured in such a way 

that authentication details  are sent with the print job. Print job is released 

directly to preselected queue.  

 

Email Print  in Privacy with Authentication:  

Users send documents to print as attachments in an email, which are picked up 

by EveryonePrint. The first time a user sends an e mail print job, they are asked 

to authenticate with their username and password. After successf ul 

authentication, the users email address is associated with their username, and 

all subsequent jobs from that address are processed without delay. A user can 

have an unlimited number of associated email addresses, which means a user 

can print from an emp loyee device and from home etc. Print jobs received via 

email in this mode are released directly to preselected queue.  
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3.12  User Authentication  

If Printing and Secu rity is set to either Privacy with Authentication  or Direct with Authentication , 

then the actua l authentication  method, how user logins are validated,  is configured in the User 

Authentication screen.  If a different Printing and Security mode is used, then settings in  the User 

Authentication screen  are ignored.  

 

Per default no authentication method i s chosen, which means that any entered username and 

password is accepted as valid. This is useful for initial setup and testing, but should not be used 

in produc tion.  

 

EveryonePrint supports Authentication via LDAP, which includes Windows Active Directory.  

3.12.1  LDAP Authentication  

Enter the details for the LDAP authentication server, including a test username and password of a 

valid user account in the LDAP, and click Save and Test  to verify the configuration .  

 

 
 

A highly recommended tool for identifying prope r LDAP settings to use, is LDAP Browser 2.6 , 

which can be downloaded for free via http://www.ldapadministrator.c om  

 

http://www.ldapadministrator.com/
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If test authentication fails, an error message will be shown. See common LDAP error cod es and 

typical causes in the Troubleshooting Tips section of this guide.  

3.12.2  Prepend/append username with domain information  

The ability to prepend or append the use rname with certain information, is relevant in 

authenticated print environments, where Everyone Print integrates with accounting solutions, 

which depend on extended domain information in the print job owner details.  

 

Leave the prepend/append value field bla nk unless specifically required.  

 

Prepend extends the username, by inserting additional informa tion, such as a domain, before 

the username. For example, if the simple username is "john", but print jobs should be appear 

with the username "domain \ john", add the setting:  

 

 prepend:domain \  

 

 
 

Append extends the username by appending additional informat ion, such as a domain name, at 

the end of the username. For example, if the simple username is "john", but print jobs should be 

appear with the username "john@do main.com", add the setting:  

 

 append:@domain.com  
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3.13  User Web Portal  Configuration  

A central  interface in EveryonePrint is the Web portal, where end users will go to upload 

documents to print via Web Print, see instructions for how to use Driver Print  and guide for Email 

Print.  

 

 
 

The user Web portal is accessible per default on http://127.0.0.1:7290  or https://localhost:9443   

for HTTPS/SSL.  

 

 
 

Since this Web interface may be accessed from users outside of the local server, provide  a Web 

URL address for the Web inter face, that is accessible to users externally.  

 

 
 

If an SSL certificate has been successfully installed and configured, the redirect option can be 

enabled to aut omatically redirect users that access the Web portal with non - SSL HTTP to 

HTTPS/SSL. Before ena bling this option, ensure that HTTPS/SSL is fully working.  

 

http://127.0.0.1:7290/
https://localhost:9443/
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Customize the Web interfaces easily by uploading a new logo file. The logo uploaded can be a 

GIF, JPG or PNG file. There are no fixed size restrictions. The logo replaces the EveryonePrint logo 

in the header.  

 

Check the Reset logo to default logo  at any time to clear a custom logo and revert back to 

EveryonePrint logo.  

 

 
 

The òMy Print Jobsó screen is the main page that users see in the EveryonePrint end - user Web 

interface. Customize what is dis played in this page by enabling or disabling the options.  

3.13.1  Customize login text on Web portal  

Itõs possible to customize the login screen of the user Web portal, with a welcome message or 

special login instructions.  

 

Any text or HTML, including CSS formatti ng, can be inserted.  

 

 
 

Any inserted text or HTML will appear above the login dialog box.  

 



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 38  of 225  

 
Customization is only relevant if authentication is selected in Pri nting and Security, so users see 

the login screen, otherwise itõs just ignored. 
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3.13.2  Web Portal sin gle - sign - on  

EveryonePrint can be configured to either allow both traditional form login on the EveryonePrint 

Web Portal as well as single - sign - on in parallel, o r allow only single - sign - on, using one of the 

supported systems.  

  

 
 

If Single - Sign- On only i s chosen, a Web URL is entered, and any unauthenticated user accessing 

EveryonePrint, will be redirected to this URL for authentication by the single - sign - on sys tem.  

 

 
 

Itõs further possible to specify an optional logout URL to where users are redirected after a 

logout.  

 

EveryonePrint can support two different single - sign - on systems:  

 

1.  Internal built in single - sign - on system  

2.  CAS Jasig Central Authentication Servic e (http://www.jasig.org/cas ) 

http://www.jasig.org/cas
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3.13.2.1  Internal built in singl e- sign - on  

 

 
 

EveryonePrint includes a very simple single sign on system for easy implementation in any 

programming language and platform.  

 

Implement user authen tication in any way required, and pass users to EveryonePrint using either 

HTTP/S POST or a HTT P header redirection. Two variables are included, the username and an 

MD5 check hash value consisting of the username and a pass key only known by administrator 

and EveryonePrint.  

 

When an authenticated user is passed to EveryonePrint, the user is automati cally authenticated , 

and have usual functionality presented to them. To finish the session, the user can press òLog 

Outó in the navigation or close the browser window, and be logged out of the EveryonePrint 

session.  

 

Example authentication  

 

Username = john  

SSO Pass Key = asecretvalue  

 

check = md5(òjohnasecretvalue ó) 

 

If user is transferred to EveryonePrint using a Web form:  

 

 <form action="https://servername/ssol ogin.cfm" method="post">  

<input type="hidden" name="username" value=" john ">  

<input type="hidden " name="check" value="  4137e7b6413db3cb3a5b8da9bd5b6e27 ">  

<input name="submit" type="submit" value="continue" />  

</form>   

 

If user is transferred to EveryonePrin t using HTTP header redirect:  

 

https://servername/ssologin.cfm?username= john &check= 4137e7b6413d b3cb3a5b8da

9bd5b6e27  

 

Due to browsers caching of URL õs, it is strongly recommended that a ò301 permanently movedó 

status code redirect is used for HTTP header re direct, and NOT traditional HTML anchors, ie. <a 

href=óURLó>click here</a>.  

 

See below URL for  examples of HTTP header redirect:  

 

http://www.stevenhargrove.com/redirect - web- pages  

 

http://www.stevenhargrove.com/redirect-web-pages
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3.13.2.2   CAS Jasig Central Authentication Service  

To enable CAS authentication enter the authentication and val idation URLõs of the central CAS 

service.  

 

 
 

 
 

Itõs only necessary to enter the main URL addresses to login and serviceValidate interfaces. 

EveryonePrint will append the relevant service  variables based on External Web Portal URL  setting 

configured in Web Portal Settings . 

 

When testing CAS single - sign - on, make sure to enable the debug logging  in General Settings, 

and both successful and unsuccessful authenticati on attempts will be written to the main 

application log file in \ logs directory, such as:  

 

12/0 1/13 14:12.49: error; EOP; ssologincas; Authentication failed ticket: no 

authenticationsuccess  

12/01/13 14:13.53: error; EOP; ssologincas; SSO login failed missi ng ticket. Source 

192.168.0.187  

 

And successful:  

 

12/01/13 14:16.49: debug; EOP; ssologincas; A uthentication ticket: ST- 956 -

Lyg0BdLkgdrBO9W17bXS  raw response:  

<cas:serviceResponse xmlns:cas='http://foo.bar.com/is/cas'>  

<cas:authenticationSuccess>  

<cas:use r>john</cas:user>  

</cas:authenticationSuccess>  

</cas:serviceResponse>  

12/01/13 14:16.49: debug;  EOP; ssologin; Successful SSO CAS login. Username: john  

 

 

 



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 42  of 225  

3.13.3  Change default Web ports from 7290 and 9443  

The Web interfaces in EveryonePrint, run on TCP ports 72 90 (http) and 9443  (https) per default. 

These can be changed to common HTTP ports 80 and HTTPS port 443 if no other Web server 

software is running on the server.  

 

Before changing default ports, ensure there are no port conflicts with other software runnin g on 

the same server.  

 

To change the default HTTP port:  

 

1.  Open the file C: \ Program Files  (x86) \ EveryonePrint \ etc \ jetty.xml  

 

2.  Find the line:  

 

<Set name="port"><SystemProperty name="jetty.port" default="7290"/></Set>  

 

3.  Change from 7290 to the port of your choic e, and save the file.  

 

4.  Open the file C:\ Program Files (x86) \ EveryonePrint \ eop .xml  

 

5.  Find the lin e: 

 

<eopapiendpoint>http://127.0.0.1:7290/api/</eopapiendpoint>  

 

6.  Change from 7290 to the same port as used in jetty.xml above.  

 

7.  Restart EveryonePrint Web service  

 

To change the default HTTPS port:  

 

1.  Open the file C:\ Program Files (x86) \ EveryonePrint \ etc \ jet ty - ssl.xml  

2.  Find the line:  

 

<Set name="Port"> 9443 </Set>  

 

3.  Change from 9443  to the port of your choice, and save the file.  

 

4.  Restart EveryonePrint Web service  
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3.14  Web Print configuration  

Web Print is the feature in the user Web portal that allows users to upload a document to print or 

print by entering a Web URL address.  

 

 
 

This feature is enabled per default in EveryonePrint.  

 
 

If Web Print should not be available to  users, disable it from the Web Print configuration page in 

the EveryonePrint Admin.  

 

 
 

If Web Print is enabled, itõs further possible to enable/disable the Web URL address printing 

feature. If disabled, the Web Address to Print box will not appear.  

 

 
 

When users enter a Web URL address to print, EveryonePrint will connect to the Internet to 

retri eve the contents of the entered address and convert to print data. If EveryonePrint must go 

through a proxy server to reach the Internet, enter the proxy server details.  
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By default the server has no limit to the file sizes that can be uploaded, but a li mit can be put in 

place.  

 

Please note that due to browser limitations, the EveryonePrint server does not know the actual 

size of the upload until the upload has  completed. If the limit is set to 10 MB, a user can still 

upload a 20 MB job, it will however be deleted and an error be shown, once upload has 

completed, which ensures no excessive jobs beyond the limit are processed.  

3.15  Driver Print configuration  

 
EveryonePrint includes an IPP print server that allows users to print directly from within their 

progr ams and applications, on Windows, Mac and Linux, across the network or Internet , to the 

local EveryonePrint  server .  

 

 
In the Driver Print configuration page yo u can enable or disable this printing method.  
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Simple Direct driver print allows users to  create a print queue on their local machine that sends 

print jobs through EveryonePrint and to the output print queue of their choice. This Driver Print 

option is enabled by default.  

 

It is the network configuration surrounding  the EveryonePrint server th at determines from where 

users can print. If the network is opened for communication from outside to the IPP print server 

in EveryonePrint  on the ports used (def ault TCP 631) , then external users can print, which is 

useful, for example, for students at a u niversity using a public WiFi connection , or corporate 

employees printing from satellite offices in remote locations  or users printing from home . 

 

 
 

The printin g protocol used in Driver Print to EveryonePrint, is IPP via HTTP (default port 631) or 

HTTPS/SSL (default port 9443 ).  

 

Default address for Driver Print is http://127.0.0.1:631  or https://localhost: 9443 . But since this 

is a local address, only usable on t he local server, itõs necessary to enter an address that is 

accessible from outside the server,  for example: http://print.companyname.com:631  

 

Before using HTTPS/SSL, make sure a valid SSL certificate is created for the Web server by a 

certified authority,  or IPP printing will fail on clients using Windows.  

 

 

Users on Windows clients, will see the name of the printer as specified in 

the Driver Print configuration. Choose a relevant descriptive name such as 

òSecure Printeró, òStudent Printeró or similar.  

 

 
To learn more about how to do printing via Driver Print, please see the section òSending print 

jobs via Driver Printó elsewhere in this guide. 
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3.15.1  LPD Server 

EveryonePrint includes an LPD server which makes it simple to print from workstations in 

network e nvironments, such as business PCõs or workstations. 

 

LPR/LPD is a printing protocol commonly us ed in TCP/IP networks  and is very simple to 

implement and widely supported on all clients . 

  

 
 

To print to the EveryonePrint server, first enable the LPD server  under the Driver Print settings in 

EveryonePrint Admin, and then add a printer on a client usi ng standard TCP/IP port with LPR 

protocol.  

 
 

The Printer Name or IP Address   is the IP or hostname of the EveryonePrint LPD server.  

 

For LPR Queue name , use eit her the PrinterID or the External ID in parentheses under a printer in 

EveryonePrint.  Make sure  LPR Byte counting Enabled  is checked . 

 

Choose a printer driver which is compatible with the output device. Print jobs sent to the LPD 

server are not modified, t he original print data (Postscript, PCL etc) is sent untouched to the 

output queue, which means  that any output settings selected in the driver, duplex, binding etc, 

are also sent to output device.  

3.16  Configure Email Print  

With EveryonePrint users can send em ails from their mobile devices or computers to your mail 

server. EveryonePrint will then retrie ve and process those emails.  
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The Email Print feature is not enabled per default, as it will only work successfully, if mail server 

settings, both incoming and  outgoing, have been setup correctly.  

 

In the Email Print section in the Admin, you can configu re the connection information for 

EveryonePrint to connect to your email server.  

 

 
 

Start by providing the email to which users send their email print jobs.  

 

 
 

Enter the server address details of the mail server, including the protocol  with or without SS L 

encryption and server address.  

 

 
For Microsoft Exchange Web Services enter the fully accessible URL including protocol (http or 

https) to the Exchange Web int erface.  For Microsoft Exchange  MAPI, enter just the server name 

or IP address (no http or https ). 
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When Microsoft Exchange is selected, enter also the Mail Domain Name, which is the domain 

name for email known by the Exchange server.  

 

For Microsoft Exc hange:  

 

Á EveryonePrint can support Microsoft MAPI via RPC protocol with NTLM authentication, 

whi ch can be  verified with Outlook (2010): Go to the File tab, click Account Settings.  On 

the list of accounts, select an account and click Change, then More Setti ngs on the 

dialog that appears.  On the Connection tab, the "Connect to Microsoft Exchange usin g 

HTTP" should be unchecked.  

Á EveryonePrint can support Microsoft Exchange Web Services over HTTPS with Basic, 

NTLM, or forms - based authentication, which can be v erified by accessing the web 

service URL.  This is typically https://<server>/news/exchange.asm x.  Kerberos, ADFS 

and RPC over http(s) authentication is not supported.  

Á EveryonePrint can support Microsoft Office 365 Outlook online  over HTTPS with Oauth2 

authentication using clie nt ID and client  secret.  

 

 
 

Enter the account login details for the accou nt from which to retrieve email.  

 

 
 

Choose how frequently EveryonePrint should check for new emails. The default is every 10 

seconds, but if the mail server is not on the same internal network, a higher interval, such as 

every 30 seconds, is recommended.  
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Test the entered email settings to  ensure that EveryonePrint can connect successfully, by 

checking the box. When you save the changes, EveryonePrint will make a connection test.  

 

 
 

Important: Before you enable email printing, with mode s òPrivacy Printó, which means that an 

email is sent t o the user with either a release code  or authentication request , make sure that you 

have configured outgoing mail settings!  

 

 
 

After having saved and tested your settings, check the box at the top of the Email Print page to 

enable the retrieval of email p rint jobs. Remember to save changes after enabling Email Print.  

 

 
 

Per default when users send an email with attachments to print, both the attachments and the 

email message itself will be considered a print job. Use rs may want to print the email message 

itself. Itõs possible to disable that the email message itself is made as a print job, but if disabled, 

users can only print attachments, not the email messages themselves.  

 

Itõs also possible to send an email from the system back to the user, when an emai l is received 

with a document attached, which is not supported.  
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If a user sends an email with an email signature containing an image, such as a logo, 

EveryonePrint can be configured to ignore these suspected small  signature images.  

 

 
 

If using Privacy with Release Code  mode, emails sent from EveryonePrint containing release 

codes, by default contain a link the Web release interface. Use this setting to toggle the display 

of this link in the release code email.  

 

 
 

If using Privacy with Authentication m ode, then by default instructions are shown in the Web 

interface to end - users, how to send print jobs direct to specific printers.  

 

 
 

Uncheck this option, to hide these instructions.  

 

 
 

Choose the option to send co nfirmation email to users, if users sho uld receive an email 

confirmation when their job has been received and processed by the server, for example being 

ready to print, or after having been sent to a print management solutions òfollow meó queue. 

 

This sett ing applies to Email Print only and òPrivacy with Authenticationó and òDirect with 

Authenticationó modes, as òPrivacy with Release Codeó mode by itself will send an email with 

release code.  

 

 
 

Restrict senders to only approved domains, by entering domain names  (multiple separated by 

comma), or  blacklist certain domains. Emails not matching the criteria are automatically 

discarded.  
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3.16.1  Email Authentication  

If email printing is enabled and print behavior is set to require authentication under Printing and 

Security (either Privacy with Authentication  or Direct with Authentication), and if Allow Self 

Registration below is enabled, then the first time an unknown user sends a print job via email to 

EveryonePrint, they will be asked to register their email address in  the system.  

 

Users will visit a simple  registration page, included in EveryonePrint, sign in with their username 

and password, and EveryonePrint will then know that the email address is approved and 

associated with the right user.  

 

 
 

If users are known i n the system, either because their emai l address has been manually added or 

imported from a CSV, or if LDAP email address lookup is enabled, then no registration is 

necessary.  

 

 
 

Uncheck Allow Self Registration, if the system should only allow print jobs from users that either 

exist in the int ernal EveryonePrint users database or in LDAP.  

 

 
 

If the email address used for email printing, eg. print@company.com, is configured to allow 

external users to email print jobs, then make sure that the Web URL to the  registration page is 

accessible from e xternal computers.  

 

By choosing Use restrictive email registration system  users can only register email addresses 

from which theyõve sent email print jobs. 
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A user can have an unlimited number of email addresses ass ociated with their account, so a user 

can print from any of their email addresses.  

3.16.2  Note when using Exchange MAPI for internal email  

If using the Exchange MAPI protocol for Email Print, and using EveryonePrint internally in your 

organization, Exchange via M API does not always share the senders f ull email address, ie 

user@domain.com, which will cause email authentication in EveryonePrint to fail.  

 

A workaround to this behavior of Exchange via MAPI, is to let EveryonePrint check the Active 

Directory via LDAP, for the users email address. Simply con figure LDAP authentication under 

User Authentication, and EveryonePrint will automatically attempt to retrieve the email address of 

internal company users as needed.  
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3.17  Mobile Print configuration  

To enable native print ing from supported mobile devices, the EveryonePrint Mobile Gateway 

must be installed and configured. See the separate documentation for details.  

 

 
 

Configure the name of the main printer as it will appear on users mobile devices, for devices that 

support  printer naming.  

 

In the Mobile Print s creen, manage feature behavior for native printing from mobile devices, such 

as AirPrint on  Apple iOS devices (iPhone and iPads) and Android based smartphones and tablets.  

 

Depending on the configuration in Printing a nd Security, different behavior is avai lable. Choose 

relevant setting for the current configuration.  

 

For example, are users allowed to only send print jobs to EveryonePrint in general, or are users 

allowed to send print jobs directly to all devices config ured in EveryonePrint.  

 

  
 Central Ev eryonePrint    Also allowing direct printing  
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Privacy with Authentication  

 

 
 

Privacy with Release Code  

 

 
 

Direct with No Authentication  

 

 
 

Direct with Authentication  
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3.17.1  Strict Mobile device authentication  

Strict Mobile device authentication applies to  Mobile Print using Apple iOS and Android printing.  

 

When enabling strict mobile device authentication:  

 

¶ Users must authenticate when their mobile device uses a new IP address  

¶ Users have the ability to logout using t he EveryonePrint mobile apps  

¶ Users can be forced to re - authenticate after a set period of time (useful for shared iPads 

or similar)  

 

 

3.17.2  Mobile App Settings  

Itõs possible to enable and disable various features of the EveryonePrint Mobile Apps from the 

Mobile  Print administration screen.  

 

 
 

If EveryonePrint is configured in a Privacy Mode, such as òPrivacy with Release Codeó or òPrivacy 

with Authenticationó where  jobs are held in EveryonePrint until release, users can optionally use 

the Mobile Apps to release  print jobs to the printer of their cho ice.  

 

 
 

The QR Code Printer Access  feature lets users easily access print job submission and print job 

release on their mobile device. Generate and print QR codes for each printer and place it near the 

printer. If th e òShow scan QR codeó feature is enabled, users can then scan the QR code at the 

printer of their choice using their smartphone.  
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3.18  Wide Area Mobile Print  

Wide Area Mobile Print is a highly flexible and powerful alternative to Appleõs multicast DNS 

Bonjour method of announcing printers to Apple iOS devices .  

 

Wide Area Mobile Print uses Unicast DNS - SD, and announcing available printers in EveryonePrint 

to Apple iOS devices, can be achieved with extreme ease using the Wide Area Mobile Print 

feature combined w ith simple standard DNS records created  on the DNS server.  With Wide Area 

Mobile Print, AirPrint can be enabled across large and complex networks.  

 

 
 

In above example, 2 subdomains have been created, one for each building, Building A and 

Building B. Mobil e devices in each network, query the DN S server, which forwards DNS requests 

to the EveryonePrint Mobile Gateway. EveryonePrint Mobile Gateway responds with relevant 

printers for the sub  domain (s) available to specific mobile device . 

 

 
An Apple iOS device  with buildingb sub domain specified, s ee only those printers in that sub 

domain. Multiple sub domains can be specified as needed.  

 

The following assumes that EveryonePrint has been configured and one or more printers have 

been added to EveryonePrint.  
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The Wide Area Mobile Print feature is avai lable in EveryonePrint Professional and EveryonePrint 

Enterprises editions only.  

3.18.1  Configuration overview  

The Wide Area Mobile Print configuration involves the following overall steps:  

 

1.  Create one or more Wide Area Mobi le Print sub domains in EveryonePrint  Admin  

2.  Install and c onfigure the EveryonePrint Mobile Gateway  

3.  Configure the network DNS server  

4.  Set search domain on mobile devices  

3.18.2  Create Wide Area Mobile Print sub domains  

Start in the EveryonePrint administrator inter face and the section Wide Area Mobile P rint, and 

create one or more sub domains for the printers.  

 

Multiple sub domains can be created, to separate access to printers, for example:  

 

¶ By location (one sub domain per building, campus, city, department)  

¶ By user access level (one sub domain for teac hers, another for students, or one sub domain 

for employees, another sub domain for guests)  

 

 
In this example 2 sub domains have been created, one for each building.  

 

There are no limitations in EveryonePrint as to h ow the separation can be configured, as  it all 

depends on which of the sub domains created in EveryonePrint that a particular mobile device 

has access to.  

 

Creating just 1 sub domain for all Wide Area Mobile Print, for example 

òmobileprint .company.comó containing all the printer(s) that should be available to mobile 
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devices, is strongly recommended, as it greatly simplifies the later setup of search domain, as 

will be described in section below.   

3.18.3  Configure EveryonePrint Mobile Gateway  

Install the EveryonePr int Mobile Gateway, either on the Every onePrint server or on its own server.  

 

Mobile devices will communicate with the Mobile Gateway and not directly to the EveryonePrint 

server, so the gateway can be placed in a DMZ zone or similar, to further separate mobile 

devices from the secure printing  infrastructure.  

 

 
EveryonePrint Mobile Gateway installed on the EveryonePrint server  

 

 
 

EveryonePrint Mobile Gateway installed on its own server  

 

With EveryonePrint Mobile Gateway installed, open the gateway admin Web interface, configure 

the server con nection details, test and save.  
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3.18.4  Configure DNS server  

For each created Wide Area Mobile Print sub domain, the DNS requests for those sub domains, 

should be delegated to the EveryonePrint Mobile Gateway, so EveryoneP rint can respond with 

relevant printer details for the sub domains.  

 

For more information about Zone Delegation, refer to the following articles:  

 

http://en.wikipedia.org/wiki/DNS_zone  

 

http://technet.microsoft.com/en - us/library/cc771640.aspx  

 

http://technet.microsoft.com/en - us/library/cc753500.aspx  

 

For exampl e configurations of the zone delegation , refer to below two sections on Microsoft 

Windows DNS or BIND (Mac OSX or Linux).  

3.18.4.1  Configure Windows DNS  

To configure zone delegation for the created Wide Area Mobile Print sub domains on Windows 

DNS, open Windows DNS  on the DNS server that mobile devices use.  

 

1.  Right - click domain and choose New Delegation . 

 

 
 

2.  Enter the sub domain name as created in EveryonePrint  

 

http://en.wikipedia.org/wiki/DNS_zone
http://technet.microsoft.com/en-us/library/cc771640.aspx
http://technet.microsoft.com/en-us/library/cc753500.aspx
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3.  Choose to Add  a name server  

 

 
 

4.  Enter the server name/hostname  of the EveryonePrint Mobile Gateway serv er followed by the 

Wide Area Mobile Pri nt sub domain and Active Directory domain, and then enter the IP 

address  of the EveryonePrint Mobile Gateway server.  
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In this example, the hostname of the EveryonePrint Mobile Gateway server is òmobileserveró 

and i ts IP address is 192.168.0.109  

 

 
 

5.  Repeat for each created sub domain  
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3.18.4.2  Configure BIND  

Configure zone delegation for the created Wide Area Mobile Print sub domains on BIND running 

on Mac OSX or Linux, by adding the sub domains to the domains master zone file.  

 

1.  In this example, the sub domains  are added to the BIND master zone file for the domain 

òcompany.comó.  

 

 
 

Now any DNS requests for one of the sub domains to the primary DNS server, will be forwarded 

to the EveryonePrint Mobile Gateway server.  



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 63  of 225  

3.18.5  Veri fying DNS configuration  

To confirm the proper DNS configuration with either Windows DNS or BIND on Mac OSX or Linux, 

run the nslookup command  for each of the sub domains : 

 

nslookup - query=ptr _ipp s._tcp.buildinga.company.com  

 

If successfully configured, th is will return a list of the printers i n the sub domain as configured in 

EveryonePrint.  

 

 
Nslookup result from Windows  

 

 

 
Nslookup result from Linux  

 

If no printers appear, confirm with telnet that a connection can be established to the 

EveryonePrint Mob ile Gateway ip address on port 53.  

 

Remember that mobile device clients must have access to the EveryonePrint Mobile Gateway 

server on port 53, to retrieve the printer lists.  
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3.18.6  Set search domains on mobile devices  

For Apple iOS mobile devices to retrieve th e printers available for Wide Area Mobi le Print, the iOS 

devices must be instructed to query the sub domains , using DNS - SD.  

 

This can be done in one of two ways, depending on one or multiple sub domains having been 

created in EveryonePrint.  Refer to the  

3.18.7  One Wide Area Mobile Print sub domain  

If only one Wide Area Mobile Print sub domain has been created (recommended) the 

configuration needed to instruct Apple iOS devices to query the domain is simple.  

 

 

3.18.7.1  Single sub domain configuration on Windows DNS  

In ad dition to a delegation DNS record for t he single òmobileprint.company.comó sub domain as 

outlined in section 3.18.4.1  Configure Windows DNS , create DNS - SD discovery reco rd in 

Windows DNS.  

 

1.  Under the domain (i n this case company.com) right - click on _udp and select Other new 

records..  

 

 
 

2.  Select to insert a Service Location ( SRV) record  

 

3.  In the Service field, type in any characters, and in Protocol enter _dns- sd 
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4.  There s hould now be an _dns - sd folder under _u dp. Delete the SRV record from within the 

_dns- sd folder that was created.  

 

 
 

5.  Right - click the _dns - sd folder and select Other new recordsé and select to insert a Pointer 

(PTR) record.  

 

6.  In Host IP Address  enter the le tter b and in Host Name  enter the Wide Area sub domain such 

as mobileprint.company.com  

 

 
 

7.  Create an additional Pointer (PTR) record with letters lb  also pointing to the same sub 

domain  

 

The final structure should  look like below.  

 



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 66  of 225  

 
 

Now any Apple iOS dev ice with the search domain set to just òcompany.comó, will discover the 

òmobileprintó sub domain and query the EveryonePrint Mobile Gateway for printers. 

3.18.7.2  Single sub domain configuration on BIND  

In addition to a delegation DNS record for the single òmobileprint.company.comó sub domain as 

outline d in section 3.18.4.2  Configure BIND , create DNS - SD discovery record in BIND.  

 

1.  In the domains master zone file, insert the followi ng two  DND- SD records:  

 

b._dns - sd._udp IN PTR mobileprint.company.com.  

lb._dns - sd._udp IN PTR mobileprint.company.com.  

 

(replace òmobileprint.company.com.ó with the actual sub domain as created in EveryonePrint) 

 

 
Sample BIND zone configuration file for t he domain òcompany.comó with a single 

òmobileprint.company.comó Wide Area Mobile Print sub domain. 

 

Now any Apple iOS device with the search domain set to just òcompany.comó, will discover the 

òmobileprintó sub domain and query the EveryonePrint Mobile Gateway for printers.  
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3.18.8  Multip le Wide Area M obile Print sub domains  

If multiple Wide Area Mobile Print sub domains have been created, access to the sub domains on 

Apple iOS devices is given, by populating the òsearch domainó on the mobile device, with the 

search domain or domains that the particular  device should have access to.  

 

  
 

This can be done either manually, or by having the DHCP server p rovide this value, using what is 

called òDHCP option 119ó. 

 

See below sections for instructions on how to populate òsearch domainó using Windows and 

Linux D HCP. 

3.18.8.1  Multiple sub domains  configuration on Windows DHCP 

Microsoft Windows DHCP does not provide a friendly configuration interface for the DHCP option 

119.  

 

Configuration of DHCP option 119 on Windows DHCP involves th e following steps:  

 

1.  If not done previou sly, first define the DHCP option 119 to the Windows DHCP server by 

running the following command on the DHCP server  

 

netsh dhcp server V4 add optiondef 119 "DNS Search domains" BYTE 1  

 

 
 

2.  In the  EveryonePrint Adminis trator interface, go to Wide Area Mobil e Print and click the 

Windows DHCP Configuration Utility  
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3.  Enter the DHCP scopes IP address  

 

 
 

4.  Enter the Wide Area Mobile Print sub domains that should be published to this DHCP scope  

 

 
 

Separate multiple sub doma ins with a space.  

 

5.  Click Continue  when ready, and the needed commands are shown on screen  

 

 
  

6.  Copy/paste and run these commands on the DHCP server to create the DHCP entries  

 



 

EveryonePrint Installation and Configuration Guide 2022.11.11   Page 69  of 225  

 
 

7.  Confirm the entries appear under Scope Options in the DHCP server (refresh th e DHCP server 

view to show the new sett ings).  

 

 
 

8.  Mobile devices obtaining a new lease from the DHCP should now show the correct search 

domains.  

 

 

3.18.8.2  Multiple sub domains configuration on Linux DHCP  

To specify search domains for a subnet on Linux DHCP, edit the dhcpd.conf file and insert a 

domain - search  option with the sub domains to publish.  
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3.19  Configure Google Cloud Print  

With Google Cloud Print support in EveryonePrint, users can print from their Google 

Chromebook, phone or tablets, Google Apps such as G mail, Google Docs, Google Sheets, or 

using any other application or device which supports Google Cloud Print, to the printers you 

select in EveryonePrint.  

 

 
 

Any authentication settings in  EveryonePrint  Printing and Security  such as Release Code or 

Aut henticated printing, still applies for Google Cloud Print.  

 

Privacy with Release Code  

If EveryonePrint is configured for òPrivacy with Release Codeó and a user prints via Google Cloud 

Print to EveryonePrint general pr inter, the user will receive a release code back  via email, just as 

they receive release codes for Email Print.  

 

Users do not receive release codes for jobs sent via Google Cloud Print through EveryonePrint 

directly to specific printers.  

 

Privacy with Auth entication or Direct with Authenticatio n 

In an Authentication mode, where users are required to authenticate to print, the authentication 

settings in User Authentication  apply.  

 

When a user sends a print job via G oogle Cloud Print, their Google Account  email address is 

òsenderó of the job as it arrives in EveryonePrint.  

 

EveryonePrint will first check its internal user database, and if the user is not found there, it will 

search LDAP, if LDAP search is enabled.  
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If the user is not found in LDAP, a self - registration email invitation is sent to the user, i f Allow 

Self Registration  is enabled.  

 

 
 

The user must enter their network username and password, to register their Google Account 

with the system. This is onl y needed once for the user.  

 

 
In above  example, the job sent from john.smith@gmail.com will after processing, be sent to the 

print queue on the EveryonePrint server as the user òstudentuserjohnó. 

3.20  Google Cloud Print configuration summary  

Summary of steps i ncluded to enable Google Cloud Print su pport in EveryonePrint : 

 

1.  Create an organization Google Account  

2.  Enable Google API access on the Google Account  

3.  Register printers from EveryonePrint in Google Cloud Print  

4.  Enable òPublic Linkó sharing for Google Cloud Print registered printers  
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Important! The  Google Cloud Print service is marked as a BETA software by Google. This means 

that Google could change anything and everything at anytime, interrupting or breaking the 

integration between EveryonePrint and Google Clo ud Print.  

3.20.1  Create a Google Account  

First  create a normal Google Ac count. This can be done most easily by creating a Google Gmail 

account.  
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3.20.2  Enable Google API access on Google Account  

With a Google Account created, in order for an external application such  as EveryonePrint, to 

interact with Goo gle services, an authorized API access must be established.  

 

1.  Start by going to Google Cloud Console at  https://console.cloud.google.com   

 

2.  Click Create project  

 

 
 

3.  Enter  a project name, used only internally i n the Cloud Console for reference. Google 

suggests a Project ID, which can be used as is.  

 

 

https://console.cloud.google.com/
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4.  Depending on your account status, you may be asked to verify your account via SMS  
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5.  Under Use Google APIõs choose Enable and Manage APIs  

 

 
 

6.  Choose Credentials  on the left, then OAuth consent screen  and fill out a Product name . 

Other details can be entered as well, but are not required. When done, click Save at the 

bottom.  
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7.  In Credentials  choose Create credentials  and an OAuth client ID  

 

 
 

8.  Under Application t ype choose  Other  and enter a Name used only internally.  

 

 
 




































































































































































































































































































