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1. Overview

EveryonePrint supports advanced integration with the Equitrac print accounting and print
management solution.

1.1 Added features with Equitrac integration

When Equitrac integration is enabled in EveryonePrint, the following additional features are
available:

1. Authenticate internal users in Equitrac
a. In addition to authenticating users against LDAP servers, authenticate
internal users in Equitrac

2. Create guest users from within the EveryonePrint Web interface
a. EveryonePrint creates a unique numeric username and password for the
guest
b. User accounts are created as internal Equitrac users
Users email address set in Equitrac
d. Login credentials optionally emailed to user

3. Automatically create guest user when user sends email print job or Google Cloud
Print job
a. EveryonePrint creates a unique numeric username and password for the
guest
b. User accounts are created as internal Equitrac users
c. Users email address set in Equitrac
d. Login credentials emailed to user

4. Show users Equitrac balance in the EveryonePrint Web interface

5. Ability to automatically delete created guest user accounts after a pre-defined time
period
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1.2 Prerequisites and Requirements

EveryonePrint must be minimum version 3.4.

Ability to automatically delete created user accounts, require minimum EveryonePrint version
4.0.

Integration with Equitrac APl and supporting Oracle database as backend, requires minimum
EveryonePrint version 4.2.1.

The Equitrac integration requires one of the following versions:

e Equitrac Office 4 or 5
e Equitrac Express 4 or 5

For non-API integration, Microsoft SQL Server must be used as the Equitrac database:

e Microsoft SQL Server 2008 Express, 2008 R2 Express, 2012 Express
e Microsoft SQL Server 2008, 2008 R2, 2012

For API integration, both Microsoft SQL Server and Oracle are supported as backend Equitrac
database.

The Equitrac system manager and Equitrac Tools with EQcmd.exe command line tool must be
installed on the EveryonePrint server.

.NET Framework 3.5.1 must be installed on the EveryonePrint server.

The service account under which EveryonePrint Web service is running must have read
permissions to the SQL Server instance.

1.3 Important notes and limitations

1. |If storing created guest user account passwords in “Secondary PIN”, and if guest users
should be able to authenticate in EveryonePrint Web interfaces, the Secondary PINs cannot be
stored encrypted (see Equitrac configuration -> User Authentication)

Encryption

I [ Store secondary PIN encrypted I

2. |If using the API integration method to Equitrac, EveryonePrint cannot search in Equitrac for
users by email address.
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The service account under which EveryonePrint Web service is running must be member of the
group assigned permissions in Equitrac System Manager -> Access Permissions -> Admin and

Accounts

ﬁ EQTOFF5 - Equitrac Dffice Manager [Configuration]

File Edit Wew Todls Help
@ Refresh Gileis
= Description Sumrmary
System - EQTOFFS (2]
s Licensing Network environment

8l configuration

& Devices

D Rules and routing
(7 Scheduled tasks

% Messages
©) sottware

Accounts - EQTOFF5 1)

m Users

Eg Departmenits
% Billing codes
Reporting

Diagnostics - EQTOFFS )
Trace
% Fligs
% Settings

% Configuration

Current tasks (2]

Ctatuc ™

Direckory Services synchronization
Aukomated PIN code managerment
Domain qualification

SMHMP confiquration

SMTP mail server

Uplink,

Printing

Deskbop prinking exclusion list
DREJDRC and Follow-You Printing
Port exclusion list

Driver repository

Scanning

Scan sliases

Sican configuration
Scan destinations

Scan-to-Me

Security and authentigdtio

Access petmissions

External authentication

User authentication

User interaction

No synchronization scheduled

PIM management disabled

Do not qualify

Community names are public/private, paling inter
mail, default Mail From field is

No server assigned

Applications which are not hooked/tracked throug
Job expiry time is 1 houris), print distribution job
Printer ports which are not tracked through Deskt

AddfRemove print drivers ta driver repositary, Az

Access permissions B

r~ Configure access permissions

Admin: LAEZ/Domain Admins I
Reports: BUILTIN/ Administrators
Accounts: LABZ Domain Admins

Deparkment: BUILTIMN/ Adminiskrators
Device Admin:  BUILTIN/&drinistrators

Print distribution: BUILTIMN/Administrakors

o4 I
Cancel |
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2. Install required Equitrac components on EveryonePrint
server

EveryonePrint can be installed either on the Equitrac server or on its own server. Most often
EveryonePrint is installed on its own server, separate from the Equitrac solution.

If EveryonePrint is installed on its own server, the Equitrac System Manager and Equitrac Tools
including the command line tool EQCmd.exe must be installed on the EveryonePrint server.

To install these required tools, run the Equitrac installer on the EveryonePrint server, and choose
the System Manager, Accounts Manager and Department Manager. No other features are
required.

i'-“!:" Equitrac Office - InstallShield Wizard
Select Features

Select the program features you want installed.

Click on &n icon in the list below to change how a feature is installed.

PV P P ;I = Feature Description

Primary administrative
applications to configure system
System Manager settings, manage account details
Accounts Manager and view transaction reports
Reports Manager
Device Monitoring Console This feature requires 24MB on

Department Manager your hard drive. Ithas 3 of 5
|:| _____ T subfeatures selected, The
_'—I R - subfeatures reguire 38ME on
4 | | » your hard drive.

Install to:

C:'Proaram Files\Equitrac\Office), Change. .. |
Installshield
Help Space < Back I MNext = I Cancel |
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3. How to enable Equitrac integration in EveryonePrint

To enable the Equitrac specific features in EveryonePrint, follow the steps below.
1. From Windows services, stop the EveryonePrint Web Service

2. In the root directory of the EveryonePrint installation, open the file eop.xml in a text editor
such as Notepad

3. Find the entry <edition> and change this to
<edition>waccount</edition>
4. Find entry <editionacct> and change this to

<editionacct>equitrac</editionacct>

It should look like below:

5. Save the eop.xml file

6. Start the EveryonePrint Web Service

Now the EveryonePrint Admin interface, will show Equitrac specific configuration features.
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3.1 Non-API or API integration methods

EveryonePrint supports 2 different integration methods to Equitrac:

1. Direct MS SQL Server integration, where EveryonePrint communicates directly with Equitrac
SQL server database

2. Direct Equitrac API integration, where EveryonePrint communicates only with the Equitrac API
interface

To configure non-API direct MS SQL server configuration, no further configurations are necessary
in the eop.xml configuration file.

To configure direct Equitrac API integration, it’s necessary to add/change the following entry in
the eop.xml file:

<extauthcfg10>2</extauthcfg10>

link=true</mailshowre’leaselink=<mailmaxtodown]oad>5</mai Imaxtod
l=</spooldirecfory>==mob1 leshowquick1d=T1 alse<,/mob1 |eshowquickids<
i7336</server{d=<extauthcfglO=2</extauthcfglO=</4ettings>

If this value is 1, EveryonePrint will use direct SQL database connection, if 2, EveryonePrint will
use the Equitrac APl integration.

Important! Additional API licensing may be required for Equitrac to enable direct API integration.
Check with your local Equitrac representative if this is required for your installation.
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4. Configuring Equitrac features in EveryonePrint

The following section covers the configuration screens in EveryonePrint Admin.
EveryonePrint supports authenticating internal Equitrac users.

Enable both Equitrac authentication and LDAP authentication, to authenticate users both
internally in Equitrac (guests) and users in Active Directory/LDAP (eg. staff/employees/students).

4.1 Equitrac Authentication - Direct MS SQL connnection

The following applies if EveryonePrint has been configured for direct MS SQL connection.

¥ Authentication via Equitrac - Users enter username and password which is authenticated against Equitrac.

Equitrac >erver IPfhosthame: |192.1 B2.0.111

Equitrac 2L Server instance: |192.1 BE.0.111,14320eglexpress

Enter as "serverilnstance”, such as "BEgqtterveri>glExpress" If using a specific
port to cammunicate with the 200 Server, specify the port as
“erver, Porth Instance”, eg "Egtierver, 14335qlExpress"

Path to Equitrac EQCmd. exe: IC:IF‘rngram FilesiEquitraciDffic el Tool\EQCmd. exe

Far example: "2\ Prograrm Files\EquitrachOffice’\Toals\EQZmd. exe"

You can test the Equitrac connection by entering a login for a user below.

Test username: Iguesttest

Test password: I""

Specify the IP/DNS to the Equitrac server, the connection details to the SQL Server instance and
path to the Equitrac command line tool EQCmd.exe.

Verify the authentication to Equitrac using a username or password of a test user created in
Equitrac. The test password entered, should be the Equitrac users PIN.

If test authentication fails, an error message will be shown, and error details written to the
EveryonePrint log files.
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4.2 Equitrac Authentication - Direct Equitrac APl connection

The following applies if EveryonePrint has been configured for direct Equitrac API integration.

¥ Authentication via Equitrac - Users enter username and password which is authenticated against Equitrac.

Equitrac Server IP/hostname: |‘192.‘158.‘193.‘1 49

You can test the Equitrac connection by entering a login for a user below.

Test username: Itestuser

Test password: qu
Specify the IP/DNS to the Equitrac server.

Verify the authentication to Equitrac using a username or password of a test user created in
Equitrac. The test password entered, should be the Equitrac users PIN.

If test authentication fails, an error message will be shown, and error details written to the
EveryonePrint log files.

EveryonePrint Integration with Equitrac 2017.08.08 Page 10 of 16



equitrac {é_ i,-‘,’i,RlY;’]”tE

4.2.1 Automatically create accounts for email print

Under Email Authentication, choose how email from unknown senders should be handled,
whether unknown senders are guests, and accounts should be created in Equitrac automatically
for guests.

Unknown Senders
Choose how EveryonePrint will handle email from unknown senders.
oo nothing, email from unknown senders are discarded

% |nknown senders are guests, create guest account in Equitrac and send welcorme email with the created
username and password

Important! Ourgoing mail settings must be configured for welcome email to be sent successfully.

Add created user accounts to department: | Guest users

{leave blank if no department should be set)

T Allow user self registration

In this configuration an account is created in Equitrac for unknown users.

1. Guest sends print job from 2. User account created in

laptop, smartphone or tablet HhiEe
.
/ NS
/ " EVERYONE 3
¢’ Print S
3. EveryonePrint sends email 4. Print jobs automatically sent e q ul t Frac
confirmation with username to Equitrac secure print queue,
and password (PIN) to asnormal Equitrac jobs

visitor/guest

5. Visitor/guest walk to MFP of
their choice and logon using
PIN code, and release as any

normal Equitrac print job /

It’s further possible to specify a department to which created accounts are added in Equitrac, for
guest reporting purposes or similar. The account entered in the configuration must exist in
Equitrac, or accounts cannot be created.
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4.2.2 Equitrac Guest User self-sign up via the Web

If EveryonePrint is installed in an environment where guests should be able to create guest
accounts using a Web interface, enable the Equitrac Guest Users Self-Signup feature.

=
-‘ EVERYONE
¥ Print

Welcome to the University student and guest printing system

® Students, login with your University username and password

* Non University Students/Guests, login using guest account or create account

University Students: Non Students/Visitors:

Login using your University username and Login using your existing guest acocunt, or create a
password. new guest account below.

Please enter your login below, if you have an existing account. If you do not have an
account, you can create one by selecting the option below.

[oN} already have an account, login below:

Username
Password:

| do not have an account vet, | would like to create one.

Users created via the Web portal are created in the internal Equitrac users database. If an Active
Directory exists, both LDAP and Equitrac users can authenticate.

Equitrac Guest Users Self-Signup

Enable the guest users feature, to allow any user accessing the EveryonePrint Web interface, to create a user
account in Equitrac,

This feature requires that Authentication via Equitrac has been selected and configured
successfully.

W Enakle QuUest USEr accaunt creation
Optional Settings
¥ Users are required to enter their email address to create an account
V¥ Users must re-type their email address, to reduce the chance of email address mistyping

¥ Send awelcorne email to the user with the created usernarne and password
Outgoing mail settings must be configured for welcome email to be sent successfully.
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4.2.3 Creating user accounts with a domain prefix

In configurations where domain qualification is enabled in Equitrac, the Equitrac guest user
accounts created from EveryonePrint, may have to be specified with a domain prefix, such as
“domain\username”.

To instruct EveryonePrint to prepend usernames with a domain prefix, do the following:

1. Stop the EveryonePrint Web service

2. In the EveryonePrint installation folder, first backup the eop.xml file, then open the eop.xml
in Notepad

3. At the top, right after <settings> add <extauthcfg5>domaintoprefix\</extauthcfg5> so it
looks like:

<settings><extauthcfg5>domaintoprefix\ </extauthcfg5>

Save the eop.xml file
5. Start EveryonePrint Web service

4.2.4 Storing passwords in PrimaryPIN or SecondaryPIN

By default EveryonePrint create user accounts in Equitrac with the username set in Primary PIN
and password set in Secondary PIN.

The setting <extauthcfg6> in eop.xml determines if EveryonePrint authenticates passwords
against the PrimaryPIN or the SecondaryPIN field in Equitrac.

extauthcfgb 1 = authenticates against Equitrac primaryPIN

= (default) authenticates against Equitrac secondaryPIN

N
I

The setting <extauthcfg7> in eop.xml determines if EveryonePrint creates guest user account
passwords in PrimaryPIN or Secondary PIN.

extauthcfg7 1 = create password in primaryPIN, SecondaryPIN is empty

= (default) set username in PrimaryPIN and password in SecondaryPIN

N
|

Remember that to authenticate passwords stored in Secondary PIN, the Secondary PIN’s must be
stored in Equitrac unencrypted, see Equitrac System Manager -> Configuration -> User
Authentication.

4.2.5 Using a non-standard database name

By default the database name in Equitrac is “eqcas”. Customers using a non-standard database
name other than “eqcas” can supply the database name in the EveryonePrint configuration file.

The setting <extauthcfg8> in eop.xml determines if EveryonePrint connects to “eqcas” or
“anotherdatabasename”, such as:

<extauthcfg8>anotherdatabasename</extauthcfg8>
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If the value is blank such as <extauthcfg8/> the name “eqcas” will be used.

4.2.6 Set the email address as “Full name” in Equitrac

By default EveryonePrint will set the generated username/UserID as Full name in Equitrac. This
can be customized for those who wish to set the email address as “Full name”.

The setting <extauthcfg9> in eop.xml determines if EveryonePrint sets username or email
address as full name.

<extauthcfg9>1</extauthcfg9>

If the value is 1, the email address is set as Full name. If 0 or empty such as <extauthcfg9/> the
username/userlD is set as Full name.

4.3 Display Equitrac user balances in user portal

For customers using Equitrac quotas or balances, it is possible to show the users Equitrac
balance in the My Print Jobs page.

My Pri nt JObS johnsmith current balance: 6,00 €

Upload Document To Print

| Browse.. |
Supported documents include PDF. Next »

Date fTime Filename Pages Status refresh
Control the display of balances from the Web Portal settings page.

Show User Equitrac Balances
Choose if a users Equitrac balance should be shown on the My Frint Jobs page of the Webh partal.

¥ Enable display users balance in Weh portal

4.4 Automatically delete created guest user accounts
To automatically delete created guest user accounts, specify under User Authentication the time
period in minutes after which accounts are deleted. Set to 0 to never automatically delete guest
user accounts.

Additional Options

Automatically delete created guest user accounts after (43200 minutes
(set to 0 to never delete created user accounts, default is 0)

EveryonePrint Integration with Equitrac 2017.08.08 Page 14 of 16



equitrac {é_ i-‘,’i,RlY?]”tE

5. Configure SQL Server connection

The following section only applies if using the direct MS SQL integration method, it does not
apply if you’re using the direct Equitrac APl integration method.

The EveryonePrint server must be able to communicate with the Equitrac SQL Server instance.

Make sure that the service account under which EveryonePrint Web Service is running, has at
least read permissions to the SQL Server instance.

By default SQL Server is configured for dynamic ports communication.

= oql Server Configuration Manager

File  Action Wiew Help TCP/IP Propetties
= : | |
@ * | La| | E | Pratocdl  |P Addresses |
@ S0L Server Configuration Manager (Local) Protocol Mame | Skakus Mp“ -
B S0L Server Services % Shared Memoary Enabled At "
§ . S0L Server Metwork Configuration {32bit) i i ctve &S
Enabled Mo

2 B 560 Native Client 10.0 Configuration (32bit)J-
¥ TCRIIP Enabled 1P Address Fed0:Sefe: 192, 166.0,111%13

=L i

E:;:;:;rotocols L TCP Dynamic Porls 0
= 4 s Makiannaniguat TCP Part

% Protocols for SQLEXPRESS B 1p5
.. 5 : stion Active Yes

Enabled Mo

IP Address fed0:: 100:7F:Fife%11
TiCP Crynaric Part: u]

TCP Part

T_FFort

-

TCP Dynamic Ports
Blank, if dynamic ports are not enabled, To use dynamic ports, set to 0,

If the SQL Server uses dynamic ports assignment, the SQL Browser service must be running, since

the dynamic port change with every SQL Server restart, and all TCP ports must be open in
firewalls from EveryonePrint server to the SQL server.

If using a specific TCP port for SQL Server communication, the port must be specified in the SQL
connection parameters in the EveryonePrint configuration.

=, 5q| Server Configuration Manager

File  Action Yiew Help

as | | E 2| TCP/IP Properties BEE

@ SQL Server Configuration Manager {Local) Pratocal Mame | Skatus | | Pm‘ﬁg IP Addresses |I :
X

S0L Server Services T shared Memory Enabled & o .
&, 3GQL Server Metwork Configuration (32bit) i i =
1 5}, 5L Native Client 10.0 Corfiguration (32bi) [ =rcppe Enabled I/ fActive es
Client Protocals TR Treabled Enabled Ma
P Address fed0::5efe: 192, 168.0.111%13

5 aliases
G e i TCP Dynamic Porks u]
*f Protocols For SQLEXPRESS TCP Part
,, St EErEion B 1ps
Active es
Enabled Mo
P Address Fedn::100: 7 Fifev 11
TCP Dynarnic Ports o
TP Part
B 1pall
TCP Dynamic Porks
TP Part

1]

Active
Indicates whether the selected IP Address is active.,
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Confirm that the SQL Server is listening for TCP traffic on the specified port, by using Windows

command line: netstat -ano -p tcp and compare the process ID from SQL Server manager to
netstat output.

| Mame | State | Start Mode Log On As | Process ID | Service Tvpe
@SQL Server (SOLEXPRESS) Rurning Autarnatic MT AUTHORITYIMET... | 4280 SOL Server
@SQL Server Agent (SQLEXPRESS) Stopped Cther (Boaot, System... NT AUTHORITY\MET... & SGL Agent
@SQL Server Browser Stopped Aukomatic NT AUTHORITYILOC..,, 0

[&+] Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011
Copyright (c?» 2887 Microsoft Corporation. All rights reserved.

C:sUzershadninistrator.LABZ>netstat —ano —p tep
Active Connections

ddress State
LISTENING
LISTEMING
LISTENING
TICTEMIMG
LISTEMING
LISTENING
LISTENING

]

Address
B:80
.a:

0

0@ @@
jOo@ IEEm=I

oo oEEmY
oo oD

The port is entered in the Equitrac configuration section in EveryonePrint.

¥ Authentication via Equitrac - Users enter username and password which is authenticated against Equitrac.

Equitrac Server IFfhastname: |192.1 Fa.0.111

p—
Equitrac 501 Server instance: |1E|2.1 EB.D.‘Il 1,143 s8lexpress

Enter as "erverilnstance”, such as "EqtherveriiglExpress". If using a specific
port to comrmunicate with the S0L Server, specify the port as
“Server, PorthInstance”, eg "Egtterver, 1433'5glExpress"

Fath to Equitrac EQCmd. exe: IC:\Pngram Files\EquitraciOficelToolSIEQCmd exe

Far example: "Z:\Program Files\Equitrach Office\Taools\EQCmd. exe”

You can test the Equitrac connection by entering a login for a user below.

Test username: Iguesﬁest

Test password: I""

6. Troubleshooting tips

6.1 Create a test accounts using Web form

Even if the feature is not needed, it’s recommended to test the account creation in Equitrac,
using the Web based self-sign-up feature, outlined in section 4.2.2, as errors will appear and be
written to log immediately.

Once accounts can be created successfully using the Web form, they can also be created from
email.
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